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PROTECTION OF YOUR PERSONAL DATA

This privacy statement provides information about
the processing and the protection of your personal data.

Processing operation: Management of backups of data contained in ELA systems

Data Controller: European Labour Authority, CTO - Corporate Services Department, ICT and
Digitalisation Support Sector (ICT Team)

Record reference: DPR-ELA-2025-0008
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1. Introduction

The European Labour Authority (hereafter ‘ELA’) is committed to protect your personal data and
to respect your privacy. ELA collects and further processes personal data pursuant to Regulation
(EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the
protection of natural persons with regard to the processing of personal data by the Union
institutions, bodies, offices and agencies and on the free movement of such data (repealing
Regulation (EC) No 45/2001).

This privacy statement explains the reason for the processing of your personal data, the way we
collect, handle and ensure protection of all personal data provided, how that information is used
and what rights you have in relation to your personal data. It also specifies the contact details of
the responsible Data Controller with whom you may exercise your rights, the Data Protection
Officer and the European Data Protection Supervisor.

The information in relation to processing operation "Management of backups of data contained
in ELA systems", undertaken by CTO - Corporate Services Department, ICT and Digitalisation

Support Sector (ICT Team), is presented below.

2. Why and how do we process your personal data?

Purpose of the processing operation: ELA ICT and Digitalisation Support Sector (ICT Team) collects
and uses your personal information in the context of backup operations carried out as part of the
management and maintenance of its information systems, networks and technical infrastructure.

These operations ensure that data are securely replicated and stored using the Rubrik backup
solution, which provides centralized protection across ELA systems, including Microsoft 365
services, Azure cloud resources, DevOps repositories and Dynamics applications. Backup data are
stored in secure, encrypted environments within European data centres.

While certain Microsoft 365 services provide native retention and recovery capabilities, ELA relies
on the Rubrik platform (integrated with Microsoft cloud services) as its primary backup and
recovery solution for business continuity, disaster recovery and data restoration purposes.

The processing of personal data through backup mechanisms serves the following purposes:

e To ensure the availability, integrity and resilience of data processed within ELA systems;

e To enable the restoration of data and systems in the event of incidents such as accidental
deletion, system malfunction, data corruption, cyber incidents or other technical
disruptions;

e To support business continuity and disaster recovery capabilities, ensuring that ELA
operations can be resumed within an appropriate timeframe;

e To facilitate, where necessary, the retrieval of data by authorised entities (e.g. data
controllers or other authorised services) in accordance with applicable procedures;

e To contribute to compliance with data protection, information security and record
document management legal obligations, where applicable.

Backup operations may involve the copying of data originating from ELA ICT systems and services,
including but not limited to application servers, databases, file storage systems, communication
systems and network infrastructure components.

Access to backup data is strictly limited to authorised personnel using RBAC model with
delegation and is only permitted when necessary for the purposes described above. Backup data
are not used for any additional or incompatible purposes.


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2018.295.01.0039.01.ENG&toc=OJ:L:2018:295:TOC
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These processing activities aim to ensure that ELA maintains a secure and reliable ICT
environment, capable of withstanding technical incidents and enabling the timely recovery of
data, within the limits defined by applicable retention periods.

Your personal data will not be used for an automated decision-making including profiling.

3. On what legal ground(s) do we process your personal data

We process your personal data, because, according to Article 5(1) of Regulation (EU) 2018/1725:

(a) Processing is necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the Union institution or body.

Additionally, this processing is required and governed by the following rules:

o ELA's Business Continuity Policy

o Commission Decision No 46/2017 of 10 January 2017 concerning the security of
communication and information systems in the EU.

4. Which personal data do we collect and further process?

In order to carry out this processing operation ELA ICT and Digitalisation Support Sector (ICT
Team) collects the following categories of personal data:

Identification data: Username, first name, last name, emails address, department, service;
User account and access-related data, including roles, permissions and group affiliations;

Professional and business-related information, including business name, business group and
business type;

System and network activity data, including username, originating device, IP address, destination
URLs, browsing history, timestamps, and browser characteristics such as type and language;

Technical logs and system-generated data, including log files and data generated through the
use of ICT networks, systems and equipment;

Development and project management data, including Azure DevOps repositories, pipelines,
work items, configuration data and associated metadata;

Content data stored in ELA systems, including files and documents stored in Microsoft
SharePoint, OneDrive, user-specific and shared storage areas, emails (content and metadata)
stored in individual and functional mailboxes, and collaboration content processed through
Microsoft Teams;

Interaction and communication data, including records of interactions such as calls, service
requests or other exchanges, together with related metadata (e.g. date, time, reference numbers,
categorisation and handling outcomes);

Event-related data, including participation in events, event name, organiser and date;

Any files stored in users’ allocated network areas within ELA systems



5. How long do we keep your personal data?

ELA ICT and Digitalisation Support Sector (ICT Team) only keeps your personal data for the time
necessary to fulfil the purpose of collection or further processing, namely for:

Backup data (copies) are maintained within the Rubrik backup system managed by the ELA ICT
Team and infrastructure service providers. Backup operations are performed automatically on a
daily basis, with additional protection policies applied depending on the system and criticality.

Backup data are retained in accordance with retention policies configured within the Rubrik data
protection platform. Retention periods vary depending on the system and type of information
being protected, ranging from two weeks to one year. In all cases, backup data are not retained
longer than necessary and the maximum retention period does not exceed one year.

6. How do we protect and safeguard your personal data?

All data in electronic format (e-mails, documents, uploaded batches of data, etc.) are stored
either on the servers of the European Labour Authority or on those of its contractors. The
European Labour Authority’s contractors are bound by specific contractual clauses governing any
processing of personal data on behalf of the Authority, as well as by confidentiality obligations
deriving from applicable data protection legislation.

In order to protect personal data, the European Labour Authority has implemented appropriate
technical and organisational measures, taking into account the risks presented by the processing
and the nature of the personal data concerned. Technical measures include safeguards designed
to ensure the security of systems and data, to prevent unauthorised access, and to protect against
data loss, alteration or accidental destruction, including in the context of backup operations.
Organisational measures include restricting access to personal data, including backup data,
strictly to authorised personnel with a legitimate need to know, and ensuring that such access is
subject to appropriate controls.

Backup data are stored in secure environments and access thereto is strictly limited to authorised
personnel, solely where necessary for system recovery, maintenance, and the security of ICT
systems, including for the purposes of ensuring business continuity and disaster recovery
according to the relevant internal plan policies.

7. Who has access to your personal data and to whom is it disclosed?

Access to your personal data is provided to ELA staff responsible for carrying out this processing
operation and to authorised staff according to the “need to know” principle. Such staff abide by
statutory, and when required, additional confidentiality agreements. In particular:

Within the EU organization:

- ELA administrators within ICT team, strictly for the purpose of restoring backup when necessary.

- Where required, access to specific data contained in backups may be provided, on a case-by-
case basis, to authorised services or data controllers within ELA, solely for the purposes of incident



resolution, data recovery, or service continuity, and in accordance with applicable internal
procedures. Such access is mediated and controlled by the ELA ICT function.

Outside the EU organization:

- External infrastructure service provides including Microsoft and Rubrik have limited and
controlled access to hosted data and system-level information for the purposes of infrastructure
maintenance, security and service support.

Please note that pursuant to Article 3(13) of the Regulation, public authorities (e.g. Court of
Auditors, EU Court of Justice) which may receive personal data in the framework of a particular
inquiry in accordance with Union or Member State law shall not be regarded as recipients. The
further processing of those data by those public authorities shall be in compliance with the
applicable data protection rules according to the purposes of the processing.

Personal data, including backup copies, are hosted and processed within Rubrik backup
environment (integrated with Microsoft cloud services) located in the European Union. No
transfers of personal data to non-EU/EEA countries or international organisations are envisaged.

The information we collect will not be given to any third party, except to the extent and for the
purpose we may be required to do so by law.

8. What are your rights and how can you exercise them?

You have specific rights as a ‘data subject’ under Chapter Ill (Articles 14-25) of Regulation (EU)
2018/1725, in particular the right to access, your personal data and to rectify them in case your
personal data are inaccurate or incomplete. Where applicable, you have the right to erase your
personal data, to restrict the processing of your personal data, to object to the processing, and
the right to data portability.

You have consented to provide your personal data for the present processing operation. You can
withdraw your consent at any time by notifying the Data Controller. The withdrawal will not affect
the lawfulness of the processing carried out before you have withdrawn the consent.

You can exercise your rights by contacting the Data Controller, or in case of conflict the Data
Protection Officer. If necessary, you can also address the European Data Protection Supervisor.
Their contact information is given under Heading 9 below.

Where you wish to exercise your rights in the context of one or several specific processing
operations, please provide their description (i.e. their Record reference(s) as specified under
Heading 10 below) in your request.

9. Contact information

- The Data Controller
If you would like to exercise your rights under Regulation (EU) 2018/1725, or if you have
comments, questions or concerns, or if you would like to submit a complaint regarding the

collection and use of your personal data, please feel free to contact the Data Controller:

ithelpdesk@ela.europa.eu



mailto:ithelpdesk@ela.europa.eu

- The Data Protection Officer (DPO) of ELA

You may contact the Data Protection Officer (data-protection@ela.europa.eu)with regard to
issues related to the processing of your personal data under Regulation (EU) 2018/1725.

- The European Data Protection Supervisor (EDPS)

You have the right to have recourse (i.e. you can lodge a complaint) to the European Data
Protection Supervisor_(edps@edps.europa.eu) if you consider that your rights under Regulation
(EU) 2018/1725 have been infringed as a result of the processing of your personal data by the
Data Controller.

10. Where to find more detailed information?

ELA Data Protection Officer (DPO) publishes the register of all processing operations on personal
data by ELA, which have been documented and notified to him. You may access the register via
the following link: https://www.ela.europa.eu/en/privacy-policy

This specific processing operation has been included in the DPQO’s public register with the
following Record reference: DPR-ELA-2025-0008 Management of backups of data contained in
ELA systems
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