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1 PART 1: PUBLIC  - RECORD (ARTICLE 311)       

1.1 GENERAL INFORMATION 

Record reference  DPR-ELA-2025-0010 

Title of the processing operation Corporate Events Application 

Controller entity  
 

European Labour Authority, Resources Unit, Finance, Budget & 
Procurement Sector 

Joint controllers ☒ N/A   ☐ YES, fill in details below 

Processor(s) 
 

☐ N/A    ☒ YES, fill in details below 

Internal organisation(s)/entity(ies) ☒ N/A    ☐ YES 

Names and contact details  

External organisation(s)/entity(ies) ☐ N/A    ☒ YES 

Names and contact details Microsoft Ireland South County Business Park, One Microsoft Place, 
Carmanhall and Leopardstown, Dublin, D18 P521, Ireland.   

Insight Technology Solutions Belgium Inc., Romeinsesteenweg 468, 
1853 Grimbergen, Belgium.   

Avanade, Guildensporenpark 76, Block H, 9820, Merelbeke, Belgium   

The European Labour Authority's contractors are bound by a specific 
contractual clause for any processing operations of personal data on 
behalf of the European Labour Authority, and by the confidentiality 
obligations deriving from the General Data Protection Regulation 

Data Protection Officer  
Name and contact details 
 

 Daniela QATAM BENETIN 

 European Labour Authority 

 Landererova 12, 
 811 09 Bratislava I 
 Slovakia 
 Email: data-protection@ela.europa.eu 

Corporate Record ☒ Yes  ☐ No 

 

Language of the record English 

 
 

 

  

 
 
1  Pursuant to article 31 of the new data protection regulation for EU institutions and bodies (Regulation (EU) 2018/1725) 

each controller and processor have to maintain a record of processing activities under its responsibility that contains at 
least the information listed under that article. 

mailto:data-protection@ela.europa.eu
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32018R1725&from=EN
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1.2 PURPOSE AND DESCRIPTION OF THE PROCESSING 

1.2.1 Description  

The ELA Corporate Events Application is an internal business application developed on Microsoft Dynamics and 
used within the European Labour Authority (ELA) to support the end-to-end management of events of ELA. 

The application enables ELA staff to register, track and manage events throughout their entire lifecycle, from 
the initial planning and approval stages through to contracting, execution, and post-event finalisation. It 
provides a centralised system for coordinating operational and contractual  aspects related to events. 

Specifically, the application allows ELA staff to:  

• Register and maintain a comprehensive log of events (e.g. meetings, conferences, webinars). The 
application does not store recordings or meeting minutes. 

• Manage events initiated by ELA, as well as ELA participation in external events organised by third parties. 

• Manage external events hosted at ELA premises and events of interest to ELA, such as relevant 
stakeholders’ meetings. 

• Plan and monitor required services (e.g. travel, accommodation, venues, catering). 

• Initiate and follow up on requests for specific contracts to the respective contracting partners, manage 
contractors, and document contractual steps. 

• Track approvals, contracts, and post-event information in a structured and auditable manner. 

Access to the ELA Corporate Events Application is managed through a Role-Based Access Control (RBAC) model, 
ensuring that users are granted access only to the data and functionalities necessary for the performance of 
their duties, in accordance with the principle of least privilege. This approach not only ensures the segregation 
of duties but also minimizes the risks of unauthorized access.    

All users must be granted baseline access to the environment. In addition, exactly one role-based access group 
is assigned to each user, defining the scope of access within the Events Application. 

The application also allows the download of documents (e.g. Requests for Specific Contract) in PDF format for 
operational and administrative purposes. 
Any downloaded documents remain subject to ELA’s internal information security and document management 
policies. 

Role-specific access 

Role-specific access is applied as follows:, reflecting the responsibilities of different organisational units: 

• ELA Staff (general users): View, create and submit event records, View event-related information and 
documentation.  

• Designated ELA Staff (Responsible Authorising Officer): Extended privileges to review, assess and formally 
approve requests for services related to events. 

• Events Team: Extended privileges for overseeing events, validate and approve event-related actions and 
workflows, ensure completeness and consistency of event, service and contract information. 
Dynamic assignment: users are assigned roles upon onboarding or on written request from HoU/HoS and can 
only access resources necessary for their tasks. 

Audit and monitoring: all access is logged and periodically reviewed to ensure compliance and detect anomalies. 
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1.2.2 Purpose 
 
The ELA Events Team collects and processes personal data within the ELA Corporate Events Application in order 
to support the planning, organisation, coordination and follow-up of activities involving the European Labour 
Authority. This includes the registration and management of events, the coordination of participation of ELA staff 
and external stakeholders, as well as the handling of related administrative, logistics and contractual processes 
necessary for the implementation of such activities. 

The processing of personal data also serves to ensure appropriate monitoring, traceability and institutional 
oversight of ELA’s engagements and the associated operational and financial workflows. 

The personal data within the Corporate Events App will be processed in accordance with Regulation (EU) 
2018/1725. 
 
The personal data will not be used for an automated decision-making including profiling. 

 

1.2.3     Processing for further purposes 

☒ Archiving in the public interest  

☐ Scientific or historical research purposes  

☒ Statistical purposes 
Safeguards in place to ensure data minimisation  

☐ Pseudonymisation 

☒ Any other, specify 

Anonymization, Encryption, Aggregated data for statistics 

1.2.4   Modes of processing 

1. ☒ Automated processing (Article 24) 

a. ☒ Computer/machine 

i. ☐ automated individual decision-making , including profiling 

ii. ☒ Online form/feedback 

iii. ☐ Any other, specify 

 

2. ☒ Manual processing 

a. ☒ Word documents 

b. ☒ Excel sheet 

c. ☐ Any other, specify 

 

3. ☒ Any other mode, specify 

Corporate Events App 

Description 

The Corporate Events Application 

1.2.1 1.2.5   Storage medium  

1. ☐ Paper 

2. ☒ Electronic 

a. ☒ Digital (MS documents (Word, excel, Powerpoint), Adobe pdf, 

Audiovisual/multimedia assets, Image files (.JPEG, .PNG, etc.)) 

b. ☒ Databases 

c. ☒ Servers 

d. ☒ Cloud 

3.  ☒ External contractor premises 

4. ☒ Others, specify 
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Microsoft Dataverse is a cloud-based relational database platform that powers data storage and 
management across the Microsoft Power Platform and Dynamics 365. The application integrates with 
ARES and SharePoint at presentation level only, through hyperlinks. No document content or personal data 
are transmitted or stored within the application environment. Security, access control, and retention of 
linked content are managed by the respective systems. 

The Corporate Events Application includes the Budgetary Commitment Request (BCR) workflow as part of 

the contract management process. Relevant financial and contractual data (e.g. BCR reference, budget 

line, committed amount, approval status) are recorded to ensure traceability and compliance with ELA’s 

financial procedures. The BCR process itself is primarily managed through a separate system, the 

Budgetary Commitment Management Application (ComELA): DPR-ELA-2026-0003 Budgetary 

Commitment Management App (ComELA) 

1.2.6   Comments on the processing of the data  

This record of processing covers the organisation and management of meetings and events supported through 
the ELA Corporate Events Application. As each event may differ in terms of organisation, participants, venue, and 
scope of personal data processing, the detailed information on the processing activities is provided in the specific 
privacy statement applicable to the individual event or category of events. 
For details on the personal data collected and further processed in relation to a specific event, data subjects are 
invited to consult the privacy statement associated with that particular event. 
 

1.3 DATA SUBJECTS AND DATA CATEGORIES 

1.3.1 Data subjects' categories 

 

1. Internal to organisation  
ELA Staff 

2. External to organization External contractors and service providers engaged for the 
organisation of events 

1.3.2 Data categories/fields 

Indicate the categories of data that will be processed 
Internal to organisation: 
-Identification and professional data: first name, last name, email address, position, organisational unit, 
role in the event (such as event requestor, approver, event manager). 
-Event and operational data: Event details, internal coordination notes, timeline entries, approval data 
(decision, date, comments). 
-Contractual data: Framework Contract reference, Request for Specific Contract (RfSC) number, 
contractor name and contact details, commitment status, ARES and LC references. 
-Financial data: Forecasted, contracted and actual amounts, budgetary commitment data, cost allocation 
references. 
-Security and User Activity Log Data: User identification data (e.g. username, user ID), Access control 
information (e.g. assigned security role and role-based access group), Authentication data (e.g. login and 
logout timestamps, session identifier), Access and activity logs (records of user access and actions within 
the application), Security-related events (e.g. authentication failures, administrative role change).  

 
External to organisation: 
-Identification and professional data: first name, last name, email address, position. 
-Contractual data: contractor name, RfSC number, commitment status, and related contractual 
references necessary for the implementation of the event. 

No data from participants is registered in the application.  

The provision of personal data is mandatory for the purposes of ensuring the proper, effective, and 
coordinated management of the Authority’s activities. Failure to provide the requested personal data may 
result in the Authority being unable to adequately coordinate the available personnel and resources in a 
timely and efficient manner. 

https://www.ela.europa.eu/sites/default/files/2026-02/DPR_ELA_2026_0003_Budgetary_Commitment_Management_App_ComELA_RoPA_Public_version.pdf
https://www.ela.europa.eu/sites/default/files/2026-02/DPR_ELA_2026_0003_Budgetary_Commitment_Management_App_ComELA_RoPA_Public_version.pdf
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Your personal data have been obtained from the organisers of the event in cases where the Authority acts 
either as the sole organiser or as a co-organiser together with another Union institution, body, agency, or 
other organisation. 

1.3.2.1 Special categories of personal data 

 

Indicate if the processing operation concerns any ‘special categories of data’ which fall(s) under Article 
10(1), which shall be prohibited unless any of the reasons under article 10(2) applies: 

 

☐ Yes , the processing concerns the following special category(ies):  
 
Data revealing  

☐ racial or ethnic origin,  

☐ political opinions,  

☐ religious or philosophical beliefs,  

☐ trade union membership,  

Or/and, 

☐ Genetic data, biometric data for the purpose of uniquely identifying a natural person,  

☐ Data concerning health, 

☐ Data concerning a natural person’s sex life or sexual orientation. 

 

☒ N/A   

 

 

1.3.2.2 Data related to 'criminal convictions and offences' 

 

The data being processed contain sensitive data which 
fall(s) under Article 11  'criminal convictions and offences'   
 

N/A  ☒ 

Yes   ☐ 
 

 

1.4 RETENTION PERIOD 

Indicate the administrative time limit(s) for keeping  the personal data per data category, and if known, 
specify the start/end date, or describe the specific start/end moment of each time limit: 
 
 

Data category  
Retention period 

Identification and professional data 1 year after the end date of the event, after which data is 
deleted or anonymised 

Event and operational data 1 year after the end date of the event, after which data is 
deleted or anonymised 

Contractual data 1 year after the end date of the event, after which data is 
deleted or anonymised 

Security and User Activity Log Data 1 year from the date of log creation, after which log data is 
automatically deleted or anonymised 
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Description 
In general, personal data related to an event will be deleted 1 year after the last action related to the 
specific event is taken.  

Where financial data may be displayed or processed in the context of the Events application, such 
processing is performed through the BCR application, which operates under a separate governance and 
retention framework. The applicable retention periods for financial data are therefore determined in 
accordance with the BCR application: DPR-ELA-2026-0003 Budgetary Commitment Management App 
(ComELA) 

 
1.5 RECIPIENTS 

Origin of the recipients of the data 

1.☒ Within the EU organization All ELA Staff, in accordance with a role-based 
access control (RBAC) model and on a strict 
need-to-know basis. 

2.☒ Outside the EU organization 

 

External contractors and service providers 
 

 
 

Categories of the data recipients 

1. ☒ A natural or legal person 

2. ☐ Public authority 

3. ☐ Agency 

4. ☒ Any other third party, specify 

 
Specify who has access to which parts of the data: 
Within the EU organization: Access to the Corporate Events Application is restricted to authorised ELA 
staff members only, in accordance with a role-based access control (RBAC) model. 
Depending on their role (e.g. general staff, Events Team, Events Lead, Finance, Budget and 
Procurement), users may access event-related information, contractual data, financial data, and 
approval records strictly on a need-to-know basis. 
 
Outside the EU organization: External contractors do not have direct access to the Corporate Events 
Application. 

 
Where necessary for the implementation of an event (e.g. Request for Specific Contract, contractual 
communication, service coordination), limited event-related data (such as event details, service 
requirements, contact details of ELA contact persons and contractual references) may be transmitted to 
contractors via official email communication generated from the system. 
No system-level access or remote access to the application is granted to external parties. 
 

                    Description  
 
The Corporate Events Application is used to manage the full lifecycle of ELA events, including 
operational coordination and contracting procedures. 

 
Some of the data is going to be shared publicly on ELA website but will not contain personal data. For 
instance: Event, title, dates, location and topics.  
 
For The Executive Director, Chair and Deputy Chair of the Management Board and Head of Units’ 
meetings and participation in events, the process is covered by Record ‘DPR-ELA-2023-0011 
Publication of meetings with interest representatives and other externals’ 
 
 

https://www.ela.europa.eu/sites/default/files/2026-02/DPR_ELA_2026_0003_Budgetary_Commitment_Management_App_ComELA_RoPA_Public_version.pdf
https://www.ela.europa.eu/sites/default/files/2026-02/DPR_ELA_2026_0003_Budgetary_Commitment_Management_App_ComELA_RoPA_Public_version.pdf
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1.6 INTERNATIONAL DATA TRANSFERS 

Transfer to third countries or international organisations of personal data 

1. Transfer outside of the EU or EEA 

☒ N/A, transfers do not occur and are not planned to occur: As per Microsoft’s EU Data Boundary 

commitment, all data of Microsoft Dynamics 365 applications are kept within EU boundary. 

☐ YES, 

2. Transfer to international organisation(s) 

☒ N/A, transfers do not occur and are not planned to occur 

☐  Yes, specify further details about the transfer below    

3. Derogations for specific situations (Article 50.1 (a) –(g))  

☒ N /A   

☐ Yes, derogation(s) for specific situations in accordance with article 50.1 (a) –(g) apply (ies). 

 
1.7 INFORMATION TO DATA SUBJECTS ON THEIR RIGHTS 

 Rights of the data subjects 

 Article 17 – Right of access by the data subject 

   Article 18 – Right to rectification 

   Article 19 – Right to erasure (right to be forgotten) 

   Article 20 – Right to restriction of processing 

   Article 21 – Notification obligation regarding rectification or erasure of personal data or restriction 
of processing 

   Article 22 – Right to data portability 

   Article 23 – Right to object 

   Article 24 – Rights related to Automated individual decision-making, including profiling  

1.7.1 Privacy statement 

☒  The data subjects are informed about their rights and how to exercise them in the form of the a 

privacy statement attached to this record. 

Publication of the privacy statement 

☒  Published on website  

 Web location:  

- ELA internal website ☒  (URL: Sharepoint on personal data protection) 
- External website ☒(URL: https://www.ela.europa.eu/en/privacy-policy)☐  Other form of 

publication, specify 

☒ Guidance for Data subjects which explains how and where to consult the privacy statement is 
available and will be provided at the beginning of the processing operation. 

 
Description: 
Guidance on data subjects’ rights available on ELA website. 

 

https://www.ela.europa.eu/en/privacy-policy
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1.8 SECURITY MEASURES 

Short summary of overall Technical and Organizational Measures implemented to ensure Information 
Security:  
 
Description: 
All data in electronic format (e-mails, documents, uploaded batches of data etc.) are stored either on 
the servers of the European Labour Authority or of its contractors.  
 
The European Labour Authority's contractors are bound by a specific contractual clause for any 
processing operations of personal data on behalf of the European Labour Authority, and by the 
confidentiality obligations deriving from the General Data Protection Regulation. 
 
In order to protect personal data, the European Labour Authority has put in place a number of technical 
and organisational measures. Technical measures include appropriate actions to address online security, 
risk of data loss, alteration of data or unauthorised access, taking into consideration the risk presented 
by the processing and the nature of the personal data being processed. Organisational measures include 
restricting access to the personal data solely to authorised persons with a legitimate need to know for 
the purposes of this processing operation. 

 


